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(57) Abstract 

A digital AV data transmitting unit 
comprises a data importance judging section for - 
judging the importance of digital AV data, a 
transmitting-side multiple authentication rule 
storage section stored with multiple kinds of 
authentication rules, a transmitting-side 
authentication selecting section for selecting one 
kind of rules from the transmitting-side multiple 
authentication rule storage section, and a 
transmitting-side authenticating section for 
carrying out authentication based on the selected 
authentication rules. A digital AV data receiving 
unit comprises an authentication requesting section 
for making an authentication request, a receiving- 
side multiple authentication rule storage section 2 -*■ 
stored with the same authentication rules as those 3 
stored in the transmitting-side multiple $ *" 
authentication rule storage section, a receiving-side 
authentication selecting section for selecting the 6 ... 
predetermined authentication rules selected by the 
transmitting-side authentication selecting section 7 -•- 
from the receiving-side multiple authentication 11 ••• 
rule storage section, and a receiving-side 12 " 
authenticating section for carrying out 13 
authentication based on the authentication rules selected on 
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the receiving side. 
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#^4 8 tf^v^/LM' — :7^ — *D- I /F 4 6 Sr^LT, f'^^/l'A 
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V^'-^fg^x- y h STB 3 8(^IE^^tBi-o 7 £ Z?#J\'AV7 ! —9m 
h STB 3 8»i, — 7x — ^D- I /F4 4 5r^L 

i^x^mw^— ^z^i-m.%] z F%, t^/k^-7x-xd - i/F4 

mtE^-yblf ^ 4 7^^^AV7-^^-7 h VT R 4 

£ix5o ^fHRiJSSE¥©4 3 t&feW&3E^$k5 1 iiS^C, y*v* 

^;K^-7x-^D- I/F44iD- I/F4 6^Lt, f&IE£^ 

^{W(C!7-^«|Kco5 3. gfaffljfil? — *»Kco5 4&±&£tlZ 0 7*- 
* 3 9ttPff#{b^H!4 0tCT!7-^«iKco5 3 \£ X <9 Bf #<b$ixSo Bf-JUfc 
— ^te^v^yU-f' y^7i-7D- I/F4 4£^LT, 7*v** 
^AVg|Ia-- 7 h VT R 4 5^btt^>„ ^v^/U-f ^-7x-7D- 
I/F4 6&^LTl£#fc£ixfc7*--*f± % Iffb^4 7Cji^ !7- 
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Sm^'v^^AV^-^^f a-^y MV6 5t, ^-IlEfv'^^AVf 
-^^lfi--y h VTR 7 2©Zli«a- 7 h£r&? 0 fv^^^AVT- 
^^f^-- y h STB 5 .6fiH&ME7^*/U'AV7*— *^ff ^--^ MV 
65i ^— ISliE^ y^^AVf — ^ ^if ^- — y h VT R 7 2 Cf- * 2:5£{f 
t5^= s> hT?fc£o ft^CiSiE^^^^AV^— ^Sft3.— y HV65IC 
*tLT«:, f^^^AVf- ^iUff aL-y hSTB5 6{CjoV^Tf-^(7)l 

, SEf^^^AVr- ^Sif 5/ h VTR 7 2 tig ^<7)f#o— o<D 
fgfE/U— ^fflV>tr^^^AVf- ^i£ff y h STB 5 6 £ TRUEST 
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^--^ HB5E^-/H*«£«^«6 0tt % ^-BBE^^^yUAV^-^Sflr 
a=yFVTR7 2 *^^^^*fcBIiEyu-/ufcHr5«*S:Sffirt-S^ 
©TfcS. 3Hfi^MliE/u-yu^«9fcBL¥^5 811, B5E/I— /Hiig8&1-<5fi* 
SSfcgo^T, 52lfS«*»BliE/i^/H»*ft#a6 3^fe^<3!>BIE/u-yuft- 
fc"?ttlU ^ftffllBiiE^ae lttti-^a-cfcs. £{f fflBHMft 6 1 f±, 
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^;L-AV7-^g|f^-7 b VT R 7 2 tKSE&^fcrr^gfc-C&So t'v 5 * 
;K^-7i-^D- I/F6 2*±, S&SSEt^^AVt*— *$f§J. 
- * hTV6 5-^#— SaE7 f v ? ^^AV-7 f ~^^fg^=y h VT R 7 2 tA 

W8@&U7*iS#/l'AV7*— ?%tm v hTV6 5«\ S&IiE§|3fc3M£ 6 7 
£^o 0 ~tU±, HSTB5 6tlE^*$: 

is/i — /ut&#ft#©6 3 1 m cm^mm^mu^— ^n^ 0 tstox^nife 
&—;i>&ibz> 0 %m mmmmvi^®. 6 9 t* % gf5ft'm#KtiE/u— /ute^s 

6 8^b, i£f5toJK5ES#^gi! 5 9 -CiliR $ ix/ciSiE/u-/U £ [if] DggfE/W— 

9 T^^/l/AVf-^Sft^^ y hSTB 5 6 TiltR £ tLjtSSE 
/U-^$rH ^Tlillf ^ A Vf - ^ iifl^- y h STB 5 6 i:13IE£ 

y h STB 5 6 T-ff^b^nfc^'v^yUAVT'— ^£!7 — ^HKco8 0 
^T8t^fci-5^g!!Tfc5 0 t7 — *»Kco8 0fcfcll&lESiEaST*£fifc£;ft3 
t>OT\ ^<D£j#i-5^feteftfffE!7 — ^Kco7 9 <t £ <b f-fg— £>HKS<75?0 
flg-eSfc*! Lfc 0 f^;KV^-7x-^D-I/F7 1tt > fv'^/l'AV 
X— ^iiffxL- o, h STB 5 6 iAVf-^^f^9 <h 9 £rft 9 ^M&X 
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Avf-^fia-.; h vt r 7 2^mmmm^~^^^7 

fE3M£7 7Ji, tv;^;UAVt-^^-^ h STB 5 6 t £WclgfjE£: 

/UAVf-^M^-y h STB 5 §te¥<D=i--y h /^(bfPE^&^ hfl 

% Lfc J; 5 fC^tfef&fE^ v? * ^ A Vx— * Sffi" ^- y FTV6 
5§r^t*6, fEIOE^fc^: 6 7 r^;K^-7i-^D-I/F 
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7 1 & LT\ f-^^^AVr- V STB 5 6 (eg b<D I D£ 

f 9 1 5 1 f ^ ^ vr - - hsTB56(t ^-rr'—^m^ 

D-I/F6 2^Lt, ^SfgcME^v^/UAVT 5 — *^f^- y hTV6 
5 Mi££>tL3 0 ItllET^^^AVT- *$f*=x-=: MV6 5 (Cjol^T 

— /MSfc^ffc 6 8fab7*is#sl'AV7 : —?xftfe=L=-y f STB 5 6*eS^$ 
©6 1 irteSWC, ^v^/l^f >-^ — 7i- *D- I /F 7 1 .fcU^v 5 * 

/k y^-7x-^D - i / f 6 2Hu, mm&ftoo mm^^-rn 

fc!7 — *«Kco7 9&JB^T, fl£-5Hfc3MS: 6 4 XV%-^4k£ftZ> 0 ^<Dfrt. 
r^;K^^-7i~7D- I/F62^lt, ^ISSEx v^A-A V 
T'-^SffMS' hTV6 5(£B£^fc£;h^^-^ LTM £tl5 0 7*^ 
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ftCim-glEx^^/UAVx-^^^-^y hVTR 7 2 d^fgllg^S 

* h V T R 7 2 5r»fife-T5, ME®#^©7 4^7 ? ^^/U>f>'^-7 3 i-^ 
D-I/F7 8^U, ^^AV^-^&f&Kj, FSTB56(ul 
liEg*£tfc}-t- 0 W/UAVf-^iSHS^y hSTB 5 6tt, T^/l^f 
^-7x-^D-I/F6 2^Ut, 9&EBSE5*SrSflri-5 0 fW]0#^ 
IKyu-Mf#i2lif^7 gff ffilJggSE/u— yufeW^S 7 5 U 

hsTB56i:i§ 0 3.=. s/ h^ii/u-/utf asft ^ 6 0 i)K m-mac? 
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U i§ft«SE#l£6 1 iZLWtto ^{WiRiMIE^6 1 £ SfoffifiBJI^H: 7 7 
fiSVMC, fvJ^^^-7x-7D - I /F 6 2 £D— I /F 7 8 ^kft 

iiltfcri<, i£fSffi!Jlc:!7 — *«Kco7 9, SlSffiJf- !7 — ^»Kco8 1 ^ 

■X — * 8 2 ttBt^k^ 6 4CT!7-^ fftKco 7 9 fC <t 9 Sf-JHfc $ 
^^{b^tLfcx — ^^T'v 5 ^/^^^ — — ^D- I/F6 2^LT, 
^— aSE^^^/UAVx — *Sf§=-=;y h V T R 7 2CLi££>tL5„ 7 s 
4^?-7^-*r>- I /F 7 S^^bT^tL/cBt^^tl^— 
m^#^73{C^|^tL, !7-^HKco8 1 SrfflV^Tm^b^tt. 8 
4^#f?tL5„ rtLiix — * 8 2 iP- cDt'— ^Tfc<9, f^^^AVf- 
*iHf§^ — y h STB 5 ^— fSfl^v^A-AV^- ^gfS^^y h 

VTR7 2(£x-*#^g£tLfcr i(C^5„ 

^'b^^^P^T^^LTjoV^fct : SSip (CRL) ^fiJlt^t^TfeSo 
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^MV7-^^a= ? mv9 2kmm&&t>-r, mm^&9oz^-t 

-5o MIS^iiE^S 9 0 a s fv ! ^/K^-7x-^D- I/F91^t 

b (C»8E*^a 8 9T\ fflfg&l£ip#Jgft£^gl! 8 7<D*J£ft£fc:fto 
= yHV9 2^, f^^AVf-^8 5SrS«-r5«te:iES*IWi6^ 

" 7l ^D- I/F91 7v?^AVSj|a=<; hTV9 2 t 
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^--.^ hVTRl OO^gfOlifcSVMi, iSICSDT, ^WSS 
3gi£M&ifo^l£9 6Ct, r^/WAVf-^Sff^--7 hVTRl OOiSf 

^^;uAvf-^ ^m-r 5©c]e^ #«isa\E =5 -e # i 

«ft$ixTV^S 0 g&SE^© 9 8 J*. Ty^Ky^-7i-7D-I/F9 9 
^LT, f^/UAVf-^^ny hVTR 1 0 0£BSE&fr5, 

y hVTR 10 0^, ^5 — 7zl — *D- I /F 9 9£r^LT, 

, T^/K^-7i-7D-I/F9 9^lt 1 7^^^AV7-^ 
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mm*--* unit ^^^vmmmmtz&ir-* B&&*m 
tezmsmKco-em-firit-t-zm^rik^&A, Bin, 113^ m-^itm 

<DWx.lt. cop y_n ever (t— ^MSB® LTfcfcVMtftl^=i 

^) fflKco, copy_once 12® LT «fcl^ = >^ >-y) m 

Kco, n o_mo r e_c o p y (r^W±=r fc°- LTfifc ?>/j!^=J 

fflKco£iElft-f 5KcolElt^©l Ui, M 3 0 fc^m 

Ex c h a n g e_Ke y ' £ ^litlS c o p y _ n e v e r cop 
y__o n c em. n o_mo r e_c o p y ffl<D#li£-S§-#iKex£:3g:£-r.5K 
ex*&#«i l 5i, *038^Lfc*Kex*iaifrrSKexeit#ai 1 6 <h 
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1 6*>e><DKex<!:SIStg^©l 1 8 a>e><Z>«&fflV*T, iltKco= f 
(S, Kex) (dj: <9 Kco£J*ffi1-5Kco3liii#f!:l 19i, £{§^- 5/ M 
3 0tC#LTK2£^|£#&||^1-3ME^fi:l 21i 4 ^f^.-^ h 1 3 0 

2 0<t, ; 7—?<Dm%:m&ft?T^?/i-{^? — 7^-* (D-I/F 

) i2 3iat5S^$tLt^i) 0 ::t\ kjce^¥©i 2 os. 

31 — ^ (D-I/F) ^ftb^Bt-f-^^^^AV^'-^^n^ 

H#U ^^Bt-^iiKex^^#t-^^liE^l 3 3 t, ^<D&#L?cKex 
?rfelti-'5Kexfeig^^ 1 37^ l^nvyK^trU aSriHis^. 

S<t Kexf2it3M£l 3 7{dfSlt^tLfcKexi: SrJBV^T, i§{f^-^y fill 
<i:Pl-O^Kco= f m, Kex) {di^Kco^mttl-rSKcomdi^l 3 
6i, ^^JSmu/tKco^iOBiF^t;^— ^Sr«#-t-5«^b¥IS:i 3 21; 
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£U mm^&l 3 3 £811% llEfgl 3 3teD- I/F131 Ir^LT 
51>0£i-3 0 ^fo^-^y hill "Cf± % D-I/Fl 23 Sr^LT^tt^ 

SE^si 3 3fi % mm^^mMxh^zt^b, mm^-y m 1 1^ 

^LX±X(DU-</U(DKex^^-t^ 0 Kex(D l"</l>t LT, i§5 

i/MlKdc o p y_n e v e rffl (Kexl) , c o p y_o n c effl (Kex2) 
, n o_m ore_copyffl (Kex3) (D 3 ffl&b't&o 

mi$^-y b 1 1 lTfi, ^/UJpJ^©! 2 2^ KtE^Sl 2 1H 

i> SN: 5 ^sfcOfcofcKex (w£>£#fi % Kexl, Kex2, Kex3 
) SrP5#*s*Wi-5Kab-eBS-§-^LT, ME^U! 1 2 l^jiCT^f^--^ 
h 1 3 0{^f-T5„ ^if^-y h 1 3 Om lf>IE^l 3 3^Pg-SHb£ 
ftfcKab (Kexl % Kex2, Kex3) *g#^f*oKabt?«#LTKexia«¥ 
©1 3 7{3LfBtti-5 0 
— Kex3g£^®!l 1 5#3g£bfc#W</H£>Kex, -Tft;b*>. Kexl 
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, Kex2, Kex3Ji, KexiElt3M£ 1 1 6 {Cffilt £ 1 1 7 

^Lfcgta, SEttftl 1 8(dBE*6$tLTV^5o X. KexISIft^© 1 1 6 
Cliait<*jh,fc#Kex£, SfSH^l 1 8{Ztm^tlfzmt SrfllV>T, Kco 
^ffi^l 1 9##Kc 0> i-^*?*,, cop y_n e v e r m (Kcol ) x 

copy onceffi (Kco2) N n o m ore copyffl (Kco3) £ 

3SmLTKco|S1t^l 1 4(CfSlt LTV^o 3€(^ Bt^k^A, Bl 1 
2, 113(i, tf-^Onyfy^^mcmitKco^fflV^Tf^ 

%tm=L—y hi 3 Otlt lg*3vyK55fTfai 3 5 tfsSgjfcra-ri' 

it^-y V 1 3 OfC^f-TSo EiO«fE1ft^f!: 1 1 8{C^S©11 

h 1 3 OTtt, ®^=r-v>- K3gfT^© 1 3 5#^{f^- 
= yMl ia>e>gttBofc«£, KexlE«^ffcfclEltLT^5&#{fci-3 
7*— ^(75 l/-</Kc^f5Kexi SrJBV^C, KcoJSEtU^© 1 3 6 fi % itff^. 
= y h 1 1 1 ^ISJ-OH* (r©ifli, miW^-^y hRTf&^-y h& 
^fe^po-CjSt). 3l3#{iA^T#&^<b<D<ti-5) (Ci 9 Kco^r^mi-^, 0 
GL&ik^mi 3 2(±^omtt5$tLfcKco^ffl^T^^b$n^^^/U'AV 

ttStofc#Kex©«pa>fc, i&MftKex£MtRLTKco£^tfcSLTffl^5r £ 
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mm<Djjm^ t^E^m^iz.m^xA^m^xcDKex^-m^n't' 

£U ^lE^l 3 3lcm-fo sSaE^l 3 3(iD-I/F13 1^U 
S^coirl-Oo j/ hill D-I/F12 3%frLX%:tfWi 

m ^tcmm<Dxmxm.m vit&mmz. £vn?^t&x$, z<Dt% mm=- 

IE¥Sl 3 3f±, Mil (d^fLTmiEi/-</U^— #^ V N Kex ^ 

^1~6o ::m Kex(DU-</Ut IT, jSjI^flEfcc o p y__n ever 
m (Kexl ), copy_onceffi (Kex2) , n o_mo r e_c o p y 
M (Kex3) <D3mmt^-Z> 0 
^ft^.-^ f, i i U-<yHNJ^Si 2 2 38SE^©1 2 l^b 

m*tZ>m&&. m#<Dh^fzKex (^(Dt^te, Kexl ) 
-f SKabTHf-^fcLT, IISE^l 2 1 £il CT^lf h i 3 0 (c^f 

"t*5 0 ^H^--^ h 1 3 OT'lt ME^Ifcl 3 3;W#fc£jh,fcKab (Kex 
1 ) «re#©«P0KabTtt-i-LTKexl5l»#ai 3 7 fcEttrfS. 
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ftlC. h 1 3 0X11, 15*3-7^ K3gfr#££l 3 5d5aH* 

Mil (disHf-f 3„ itfa^^y h l l 

lm ss*=»-^^KjES^gi:i 2o#\ m&i&^mi i 8^f>s^f) 

l?r^tlfc^f3.-<7 M 3 OTIi, S^^-r^ Kf6tf#©l 3 5# 
j£fg-=«-=. y M l 1 d^^tt^ofcSi, Kex|Elg^fi:fE1ftL-Cl^3«-J§- 
flrrST*— ^<75l/-</KC^-r6Kex (Kexl ) ir&ffi^T, Kco^ttJ^ 

i 3 6fi N iUft^.-^ hiii ii^— oiais (:©Siit i^ff^ - ^ 

«9Kco (Kcol ) &n&-i-Z> 0 m-^it^l 3 2(i^^m$iX^Kcol £ 
fflv^T^^b$n7t^^^/^AV^— ^^ii^^^^/^AV^-^(c:^ 
{f^-^y Mil (C*J-LT^-r^) 0 

iH{g3. = y hill T«\ 1 2 2&&m^&. 121^1 

fcKex (Kex2) SrKab-CfflF-SHfc LTtf s> M 3 0fcla£fr$-3 o 

r ^S^--^ h 1 3 Otfs, ft^coiW^^noT^II^TLfc 

0-C«fc^) SrlStibT*5t, &0^<DKex<7^:£(£** UTIi, -^OfStlL 

fifKSE^ffcl 3 3"CiNJ»fLTA^"5rieTS>tLliKexSrS*-t-S«k5(c:Lrt> 
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*'<TO «fc 0\Z.1riMt&\ l \ lot, I*i/^t¥tl3 4T% xv^A- 

^f^.- ^ h 1 3 om ME^gfcl 3 3^Kab (Kex2 ) ^fLTK 
exteif^l 3 7fCfE1tU Kco^ttS#^l 3 6 #^<DKex2&uqi£ffl^T 

0ilx.fif N I EEE 1 3 9 4 BUSffiftWip^ V^n 



WO 99/41910 PCT/JP99/0OS33 



45 

£ LfcdS, r ft, 1 £ *l 3 4> ft V\ 0>Jx.tf, cop y_f r e e ( 

Kex$:Bi#L-C*5VvTk «fcv\, 
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MBA*. Fu 1 ISSUED Re striate dig!! (J^T, Re s t&fat 
B&ffc-f<5) ^iig^^fc^v^^AV^- ^i£ft*^ y h i 4 ofcfi. Re 
s tlSSE^Itg^^^FO^^^^AV^— h 1 5 0&U?F u 1 

1 IPE^ R e s tmm<Dffimife&ffi^tz^i/? J rUAVT'--?%:im^-=- y h 1 

6 o&mwt£tix\,^i><Dt-tz> 0 Fui ussE£:te, m^it^m 
mtmmmk*m\,^tzw i u^(D%%mfrm-?ibi9 , Re s tigiE^*, ^j*. 

^ti-^flf i4i, f u i i mmm(D/u-/u^^-r^ Fu n s 

SEfett^l 4 3, Res t f&ItE/B O/U-A^teftH" 3 R e s t^|E*&^ 
f£l42, flS¥iLT©CRL (Certification Rev 
ocation List: ^JEm$s<D$m$:iT 5 tc#XD^^Em%s V * b) 

»t5CRL»ti 4 4, ^t*-^ b^hcommm^^nxm 

4 7^3l^^m{C^CT, Fu 1 UlIEirRe s t mM&W «9 #;t 5#J#^ 
©14 8, ^^#^^tLTiltR$nfcMII/u--/i-(c:J;«9^f^-^ ^orj 
T^liE?rtT 9 1«#© 14 6, R-a^m y b t OP^TBf ^b^-^ ^fg 
MW^ft k'mmo)-^ <0 %L<9 D- I /F (t^/K>^-7x-^) 

1 4 5^^$tLTV^„ CRL(iA^^-^^^D$tLTffLV^^(C 

^ik^-t^mmm^ ^mn<D^ <o & 19 &n 5 d - 1 /f 1 5 1 , ^1 
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=--y M->ttLTS!£5?#£:fT9StiEH3fr^Sl 5 3, WRe s tfgtEA— 

B£#fc-r— ^-mSEgsfcft <t*tf fg<£>^<9 & 9£tr?D-I/F161, a£fg 

— y h(d*f U-C^EEIgjfc&fT 5StflEH##S 16 3, F u 1 1 St£fli<£>;U— 

Full KSEftirt^S 166, Res t ME/H<75/U— 
"T3R e s t f§fiE&^3M8: 1 6 5, igSEHsfc^© 1 6 3 b cOJ^tj^ J; 9 fg 

, Fu i i mm<omfi£&%\m-tz>o ^(Dtub. Res tmumfe<DZh&n^ 

il5(t H4(^L/i^#S.U J ^ii(Cj:6miE^(C % CRLfx 

®i s^&^t. ^fiijjfctt, fsty^- 

3-^5/ h^lSsS'Jffl^ I D a , Rtt<D I D a (i^ffSS-^ AiSj^b^ 
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s b t^mmp b £&o 0 izitmmwwBffims a t&mmp a £8po 0 

5 I Db^f^B^ SL£fcB£g P5«1S b-CBt^bL/c^ 

Bt^sb (b) *m^{t-fz> 0 ^Kom^^^^50(D^t<^mBf)m 

^ y ? 0 0 I Db^CRL (CIMV^^' 9 ^^IrH^ tetf 

TMIE^^ih-r^o ^x^7 0 5 2T\ SL^A^Btt^M^^liS aTBt 
^-fc^Bf-^S a (A, B) tfftf&ZflZ. mmm^^-XSa (A, B 

) t^^m^m^iDa^mmncmm-r <s 0 %mm, nt-^csa (a, 
b) tmmm<Dmm%^ iDa^iw^ mmmmmm* iDa^t 

^LT^MiJ<7)^HP a £A^U ^T7 7 P 4 2 0;^< > p a TfBS-§-X 
Sa (A, B) &&-JHirt-5„ "T\ Bf-^tS a (A, B) ^glf#J^ 

> «Pa, P b ttjES/if t^A¥T^^^ j: 5 [c^o 

b-eSL^A$:B|f^-{LU Ht^Sb (A) £ffr&-f5„ Sb (A) itmitM 
Pb-CBf#XSb (A) Zm^it-fZ 0 ^^^5 2Vm±Ltz. a*A£ 
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SflHWtt, ^•T-2/^ P 4 4 T ^fHiJO I DaWLTCRLfxy^ 

£ -r 5 £ , smiRu i mmmj,K<DW, 3 ^jamgcA £ b \imm<nni&x*>z> 0 

fcfNH'So Bijfe2oOKa b Is]— <Oi^<DXth <9 ?ioTV^. 

^{-iilff fJj-C^y 1 y ^5 5©ri< »Kex£f&£i-3. rtbSr^iiltK a b 
"TWHfcU ilfftKab (Kex) ^MlT, gff {RiJ(Ci£5 0 ^f^ijfi^ 
T>7^4 6<7?r^ <*ii^|Ka b-eHtJKa b (Kex) Srtg-JHfc LTKex 

^(D&m. ^imwmtcmKexkm4mnzhzmKexte±<m-x3b 

#Kcott*iiiiKex-eBf^b$tL, Bf^Kex (Kco) £ It, glfftijfc^ 
btlZo ^mmX^ X^yzf4 7<D^t < ^mmKexXf^-^-XKex (Kco 
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